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CERTIFIED DIGITAL SECURITY
OVERVIEW DOCUMENT

THIS DOCUMENT OUTLINES THE OVERALL CONCEPT OF THE CERTIFIED DIGITAL SECURITY (CDS) MODEL
AND THE VALIDATION OF AN ORGANIZATIONS ATTAINMENT OF A TARGET LEVEL.

CERTIFIED $5)
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IT AIMS TO DESCRIBE THE CONCEPT BEHIND THE CERTIFIED DIGITAL SECURITY STANDARD, EXPLAIN THE
CONCEPT OF DIFFERENT SECURITY LEVELS AND GIVE THE READER A HIGH LEVEL OVERVIEW OF ALL THE
LEVELS TOGETHER WITH ADVICE ON HOW TO IMPLEMENT THE VARIOUS REQUIREMENTS BY TIGHTENING
CURRENT CONTROLS, DOCUMENT IN USE SYSTEMS AND PROCESSES OR HOW SCOPING WORKS TO CREATE
BARRIERS TO MEET BUSINESS REQUIREMENTS AND CDS AUDIT EVIDENCE REQUIREMENTS.

IF YOU HAVE ANY FEEDBACK — BOTH POSITIVE AND NEGATIVE CONSTRUCTIVE CRITICISM, WE WOULD LIKE
TO HEAR FROM YOU. PLEASE PASS YOUR COMMENTS TO: FEEDBACK@ CERTIFIEDDIGITALSECURITY.COM,
WE WILL TRY TO RESPOND TO EVERYONE THAT PROVIDES US FEEDBACK.

THIS DOCUMENT MAY BE USED TO HELP AN ORGANIZATION DEVELOP ITS SECURITY POSTURE AND IS
GIVEN OPENLY TO THE COMMUNITY. AN ORGANIZATION SHOULD NEVER BE ASKED TO PAY FOR ANY
OVERVIEW OR IMPLEMENTATION GUIDANCE DOCUMENT ISSUED BY CDS. THEY MAY PAY FOR ADVICE
AND CONSULTANCY TO IMPLEMENT THE VARIOUS ASPECTS OF THIS MODEL, BUT THAT IS FOR THE
ORGANIZATION TO ARRANGE WITH ITS CONTRACTORS.
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INTRODUCTION

The Certified Digital Security (CDS) Levels were designed to allow an organization’s IT
administrative and security staffs to step-by-step improve their security along a path that
their management can understand. As auditors, penetration testers and IT security
consultants, we have been amazed by the number of organizations that have missed the
basics. Horror stories of no Anti Virus software, every user having Administrator-level
access, no backup strategy, are sadly still too common. Furthermore, in large organizations
there appears to be a communications barrier between IT security implementers and
management; CDS levels were designed to allow both to speak in common terms.

The CDS levels run from the starting point of level 1 through to level 9, with each level
building upon the benefits of those below it leading to a system that is progressively better
managed, more secure and robust; the steps are reasonable, but the accumulation is very
effective. To this end we see most organisations sitting between levels 3 and 6.

We believe that those responsible for security implementation will like the roadmap concept
as it helps them justify and support their various business cases. Management can quickly
assess the increased business benefit that each level brings; they can weigh up the benefits
and compare bids for fixed scope work to move from one level to another.

We have released the CDS Level Guidance Documents, supporting templates, and
information to the public so that everyone can benefit. It doesn’t matter if you are a small
and tightly budgeted organization, we believe you and your customers can and should
implement the methods, policies and procedures in CDS and make your systems more
secure.

And let’s face it, if everyone had a little more security we would all be at less risk from IT
security incidents, both accidental and malicious.

- Steve Armstrong
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WHY CERTIFIED DIGITAL SECURITY (CDS)

Information Technology Security (ITSy) is a difficult and often misunderstood aspect of an
organization’s day-to-day operations. However, if ignored, it can have devastating results
which few organizations can afford in the current economic climate.

Added to this is the fact that ITSy has expanded from a single specialization in IT to become a
conglomeration of specializations such that many organizations:

e Do not know where to start their security roadmap and where to go with it.

e Believe an external ITSy consultant will be very expensive, especially as they have
no concept as to the scope of the work they need to undertake.

e Are worried that they will still be vulnerable after the work has been undertaken.

e Are concerned that the consultants they employ may not be up to the task.

e Are concerned that it will affect their business processes as they don’t
understand the options available to them.

We have discussed the above concerns with organizations both large and small, some with
limited security in place, but most with little or none. Thus after finding ourselves repeating
the same advice to our clients we thought should share our experiences and
recommendations with the wider community; thus the concept of the CDS Standard/Model
was born.

ISIT A STANDARD OR A MODEL?

Well it’s a bit of both; we call it a Standard as we use it internally to perform a quick
assessment of the security status of a new client. We believe its implementation makes a
system more secure and thus we have adopted the principals as our own.

To many other organizations CDS is simply an Open Source Security Model that enables
them to:

e Choose to read and pickup good ideas as they develop their own security
roadmap and implementation plans.

e Compare themselves to the CDS as a form of validation.

Anyone can adopt this Model as their Standard, and can use any of the information, in any of
the guidance documents and implementation guides for their own purpose; it is given
openly to the community in an effort to help others improve their security.
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UPDATES TO THE MODEL

Digital Security Ltd will continue to develop the CDS Model to reflect emerging risks and
security concepts. To this end all the CDS documents are considered living and subject to
ongoing improvement (mainly in the form of adding further detail and supporting
documents, templates and implementation guides).

Documents will undergo an update every 6 months (released in July and January) and
updates will be accompanied by a “Change and reason for change” document to enable
individuals to see the updates in a concise form. It should be remembered that the CDS is
based on the management of securely implemented systems supported by trained staff and
administrators, thus fundamental changes are unlikely, and minor adjustments with
additional clarification are envisaged to be the bulk of the updates.

DEMONSTRATING ADHERENCE TO THE CDS STANDARD

Organizations that adopt the CDS Model as their Standard can have their compliance with
the Standard audited. This has several advantages:

e |t allows senior management to gain assurance that they are doing things right.

e |t allows an organization to use the CDS logo on their corporate communications.

e |t allows an organization’s senior management to compare their security against
others with validated CDS Levels.

e |t allows an organization to direct its subcontractors to achieve a publicly promoted
security level BEFORE they release their Intellectual Property Rights (IPR) and data to
the subcontractor.

WHAT LEVEL SHOULD I AIM FOR OR NEED TO ADOPT?

CDS levels are grouped into three general ranges:

e Standard (levels 1 —3)
e Enhanced (levels 4 — 6)
e Advanced (levels 7-9)

These levels start at the basic requirements at level 1 (basic security) to 9 (highly secured
network). Note that levels are cumulative, therefore to achieve level 5 you must first
provide evidence of how you meet the requirements of levels 1 through 5.

Subjects will be able to view the requirements for the various CDS Levels and therefore can
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make decisions on the amount of work, funds and time they wish to dedicate to the task of
achieving their required target level. The rough assessment sheet (a spreadsheet workbook
available from the CDS website) lists the headline requirements for each level; by working
through this an organization can see how it’s in place security currently measures against the
CDS Audit requirements. It is estimated this spreadsheet will take an average
organizationally aware member of staff no more than 4 hours to undertake.

HOW TO PREPARE FOR CDS AUDIT

To prepare your organization for a CDS Audit, we recommend the following process:
Step 1. Read the standard for your Target Level and its preceding ones.

Step 2. Go to the CDS Web Site and read the audit process as outlined in the
‘Audit Requirements’ section.

Step 3. Examine your organization’s security to assess how it currently measures
against the standard.

Step 4. Identify the gaps to calculate the amount of work required to meet your
Target Level.

Step 5. Put in place work packages to fill the gaps, while completing the application
for CDS membership and audit.

Step 6. Once you believe you have met the requirements for your Target Level of the
standard, contact a CDS Auditor via the CDS Web Site and arrange an audit.

Step 7. Integrate the security and ongoing reviews into normal business practice.

WHAT HAPPENS NEXT?

Following your audit, your auditor passes their findings to the CDS Certification Body for
ratification together with their recommendation (pass or fail). The aim of this is to retain
parity for all participants through a central arbiter.

In the event that your audit findings result in a fail, a non-compliance report will be provided
to you for rectification prior to a re-audit.

Where your audit findings result in a pass, upon ratification of the results your organization
will be granted the right to claim the CDS Target Level and display the appropriate logo on
corporate communications.
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Those organizations that pass their target level will be awarded a uniquely numbered
certificate that may be published and used as part of their standard PR and business
communication.

The unique certificate number forwarded to the CDS staff will reveal:

e The CDS level achieved (including a link to the scope of that CDS level — ie what was
checked).

e The area of the subject’s business that is included in the CDS scope (this is applicable
mainly to large organizations or multi site organizations).

e The date when the CDS check was conducted.

e When the CDS Certificate expires.

e Which Auditor (by auditor number) conducted the Audit (to prove impartiality).

This means that when bidding and competing for business, a subject organization can
include their unique CDS number, and bid assessors can check the independently verified
security measures in place at the organization at the time of the validation.

IF YOU ARE NOT SEEKING AN AUDIT AGAINST THE CDS STANDARD

Individuals are free to use the various CDS documents to help them improve their security
while using the roadmap provided by working through the levels from 1 to 9.

To improve your organization’s security, we recommend the following process:
Step 1. Read the standard for your Target Level.

Step 2. Examine your organization’s security to assess how it currently measures
against the standard.

Step 3. Identify the gaps to calculate the amount of work required to meet your
target level.

Step 4. Put in place work packages to fill the gaps.

Step 5. Integrate the security and ongoing reviews into normal business practice.

However, even if the target level of the Standard is fully achieved the right to claim any CDS
compliance shall be withheld until such time as that compliance can be verified by an
approved CDS Auditor and ratified by the Certification Body. The CDS logo, title and rights of
certification are vested solely in Digital Security Ltd who retains control and ownership of all
materials. We require that where this standard is used to improve security, credit is given to
the CDS standard and that documents are kept in the format that they are provided in.
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WHY IS 380 PARTY COMPLIANCE IMPORTANT?

Having a secure network is only half the task if your business model has you sharing your
information with other 3™ party contractors. Many organizations fail to require any form of
evidence regarding the security of their contractors’ systems; thus they take unknown risks
and most fail to transfer any responsibility, contractual or otherwise, downwards.

Some organizations do require their contractors to have secure systems, but in the absence
of security standards in their industry they are forced to fund security consultants to validate
the contractors’ systems, adding costs to the overall process.

By requiring that 3" party contracting organizations achieve (or be compliant with) a named
CDS Level, organizations can get impartial assurance that the contractor’s systems are
secure. We believe this is one of the greatest advantages of the CDS model. For example;

A CDS Level 6 company can simply require that a contractor achieve CDS level 3
(Standard) before receiving a contract to process basic non confidential information
or data.

If they are to process more valuable information (personal company data or secret
IPR information), they can be required to achieve CDS level 5 (Enhanced).

In this example, the contracting organization’s staff can quickly see if the contractor has
achieved the required CDS level, by requesting confirmation from CDS using the certificate
number issued upon validation of the Evidence of Implementation.

SUMMARY OF THE INDIVIDUAL CDS LEVELS

The following is a high level summary of the CDS levels and it is provided here to allow the
reader to get an appreciation of the scope and work they will need to undertake to achieve
each level (regardless of their intent to be audited against a chosen Target CDS Level).

The following summarizes the requirements of the Certified Digital Security Standard from
levels 1 — 9. This is correct as of the release information included in the footer of this
document.
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CDS LEVELS 1 — 3 (STANDARD)

The Standard Levels (levels 1 - 3), seek to address the basics of security and to bring a system
and organization that has never been subject to any form of security into a world that they
had never contemplated. Standard levels seek to get the basics right and many are key
principles that everyone needs to implement.

LEVEL 1

e |ssue an Acceptable Usage policy (including email, internet, computer and office IT
equipment) to staff.

e Draft and Issue a Basic Security Policy (including USB and Laptop Security measures).

e Implement Individual Accounts for all users (including Administrators).

e Implement Anti Virus on all servers and workstations.

e Draft and implement an Asset Disposal Policy.

e Conduct background checks upon key staff (Administrators).

LEVEL 2

e Conduct basic training for users.

e Implement server and workstation patching.

e Start an asset register for key digital and computer assets.

e Implement basic logging on servers.

e Conduct some wireless security lockdown (implement WPA).

e Prohibit personal devices from connecting to the organizational LAN.

LEVEL 3

e Conduct a software audit and remove unwanted, dangerous or illegal software.

e Give Administrator staff appropriate training and have them pass the associated
examinations.

e Conduct some basic but mandatory training for staff (how to use a computer
securely, outline how viruses are bad and how to protect the system from infection)

e Implement Secure Disposal of IT assets in line with the updated policy.

e Deploy as a minimum a Stateful Firewall on boundaries to less secure or less trusted
LANs. Ensure they are configured for ingress and egress filtering.

e Draft and print for use, a Business Continuity and Disaster Recovery Plan.

e Ensure that servers and data stores are physically secure.

e Control all the assets on the LAN and prohibit and block use of unauthorised assets.
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CDS LEVELS 4 - 6 (ENHANCED)

The Enhanced Levels (levels 4 - 6), require the organization to have some skilled staff to

administer and monitor secured systems. Data migration is closely controlled ensuring
valuable digital assets are not exported on USB or stolen via poorly configured WiFi access
points. Enhanced levels also focus upon having skilled security staff and incident response

staff to augment or be core to the organization; thus when incidents occur they are

managed better and activities such as controlled cleanup and lesson identification are more

effective.

LEVEL 4

Harden both public facing and internal servers.

Implement and enforce Configuration Control.

Create a Risk Register that has Board level visibility.

Implement an increased level of logging on servers (and look at the logs)
Audit the use of USB devices, control them where possible.

Control remote access and the end users gaining access remotely.
Implement WPA on all WiFi access points connecting to the data LAN.

LEVEL 5

Have named IT Security Staff (ITSy), [by named we seek to have the same staff
member each time and not some ‘on call’ guy].

Regular Review of Barriers by Audit (internal or externally sourced).

Implement encryption on all Laptops.

Lockdown mobile devices to minimise data loss. Prevent external USB devices from
accessing the system. Conduct regular reviews of logged information.

Have a detailed Forensic Readiness Plan that is available for immediate use.

LEVEL 6

Have dedicated Security Staff, ie staff whose primary job is IT Security.

Have ITSy Staff trained or certified with defined mandatory skills

Conduct checks on regular subcontractors to ensure that their systems are secure
enough for your data.

Implement VPNs and encryption on all regular links.

Implement Application Layer Firewalls that are correctly configured to monitor
inbound and outbound filtering.

Conduct Regular Vulnerability Analysis activities on the system (both internally and
from outside the organizational boundary).

Consider Further Enhanced Technologies.
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CDS LEVELS 7 - 9 (ADVANCED)

The Advanced Levels (levels 7 - 9), seek to add further assurance to barriers already in place.
Testing is more vigorous and conducted against more of the organization. Key technologies
are added to the system; however, the focus is more on the management and the personnel
using the system. Training and background checking are expanded from the central
personnel to all staff. Code review and detailed checking of barriers/bespoke items reduces
the risk of attackers exploiting badly written software. Multifactor authentication reduces
the opportunity for attackers to gain access to secured systems.

LEVEL 7

e Retain multi skilled ITSy staff (either in house or contractors).

e Conduct frequent review of barriers by testing, and check configurations monthly.

e Implement IDS/IPS on external boundaries and on the internal LAN.

e Maintain a dedicated Incident Response Team.

e Have the internal Security team conduct a regular review of security barriers, policy and
procedures.

LEVEL 8

e Implement a secure defence-in-depth configuration supported by encryption (data in transit
and at rest).

e Have regular training for users and qualified administrators.

e Conduct code review of key bespoke programmes,

e Use Multi-factor authentication for administrators.

LEVEL 9

e Implement a secure defence-in-depth configuration with testing of all key non-standard
systems and applications.

e Conduct code reviews of all non-Commercial Off the Shelf (COTS) products.

e Have all systems use multi-factor authentication.

e All staffs are to be background checked.

e All external contractors with unescorted access are to be background checked.
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